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(54) COMMUNICATION RELAY DEVICE, COMMUNICATION RELAY METHOD. AND COMMUNICATION 

TERMINAL, AND PROGRAM STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a communication 
network system by which a WAN side terminal can acquire 
service information of a LAN side terminal and access the LAN 
side terminal, 

SOLUTION: A communication relay device periodically monitors 
a state of service of terminals under the management of a 
network connection device acting like a communication relay 
device such as a router and a gateway to manage the 
serviceable services by each terminal and provides a 
serviceable service list to a client requesting an access from an 
external network such as the Internet in a form of a service 
access device list, and the network connection device connects 
the service selected from the list by the client through address 
conversion. Through the configuration above, the WAN side 
terminal can access the LAN side terminal by designating a 
specific service. 
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-hS^tcmtT. ^»1^-hS^i:tiS^ Affile 

c. m^f^wm.<r>mti\nm'&^^rz.-f^^^-v\ p 

7FUX. 40 

Hata^--y b7-^7KUX^#5f— 7;Hca-:3'v^T, ^ 
gp^^ 'y h 7 - ^ ^/^ t fz^m^if.^n 7 ^ -t XSsf?^ 
^^n^ft'»gB®^D-/^;H P7FUXi:^1.gI34^- 
h#^*^e.. -fy^^-y I P7KPXi:rtgP4?-FS 
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1 \z.wm'm.'mm^m.. 

ngP^^ h 7 - ^ P> ODffff art 7 ^ ir X 
SsRtCfS^LT. 7^'-tXS*^^-r7>b©iSII^^ 

tfU iSE^i^^friiLT, Bffia-9--exif«i:. ^ 

ex icjt-r ^ 7 ^ -fe x'Wfg^if s-r %m:mi-^ 

^gi5^> >y h 7 - OSutartg|5ffl*tc?rt-r 5 7 -tr X 
S*tClS^LT. 7^'-txS*^^-Y7yh(D7FUX 
^^£Lfc7T-l'7'^:j--;b;&<ilSLT. 7r-l'7'i7;t 
-7K<:a-:5'< 7^'-trXfl!iJpg5|ia%*fT-r?)«fiSc^*-r§ 
h^W^h-r^mim i tciaicoafift^ligRo 
[^*«8] ^g|5^>y F7-^'tP-:^;l/^^>y F7-^ 

m)iao-A;l'^--y F7-^lcJgiji^nrcrtgPi^*iDmi^ 
Blflg*-9--exlf^*B{#-r§Xx>y:/i:. 

>)\m^ -y h 7 - ^ *^ p. cotu tartg«*lc?tt- 7 ^ * X 

9 ] mfi-a-9-- e x (c^^t ^ 7 ^ -t X'lfSti. 

iifj,iartBPiS*ofstiis-<t- ex(D§^ ic^i^jtxTWfj 
ummi 0] MfaafM*«;^ffia. ^^t. 

tut a n - ;b -y h 7 - ^ tc Sli $ n /c rtSPiS^O^f ft 
>3Itl^^t-ifxt»fg^£ffiWli:iufartgPig**^e.§fi 

L. ■9--exffl«Rr5(D^^ffiifigtc»-^v^TiiS*wax 

g|54^ >y F 7 - ^ fC?^ L TH/T^-r ?> +»-- E'X'ltffi ^ 7 -fe 

xis^(DMfr^*tf r set ^wm t t?>nMm s tie 

i^5Klci^ti.7^-bXSiRti:)SStT. ififartg|5Sffi*co 
-FS^tcmUT. ^rtgP>1^-F#^i:«S^§tttC 

^^^nfc^gp^j^- FS^*Bijia^7-i'7y F tji«-r 

^ii^ittc. WM^^'<TyVfs^^(^>A■^if^~Ym^n: 
ffli.^fc7^-bXS*tjSUT. i^g|34-°- FS#*^e.rtgP 

8 tcsa«^DiiTi{,3Ef «73?i= 

a. 45«SlO^'P-/^;H P7FW'X. 

b. BCfertgP4ig*tOJI«-9--liX(D^>e?l<:mbTH* 
tC^^*nfcF«3ai3>1^-FS#li:«JSbT. MF*9Sil4^-F 



(3) 

3 

gSclefSS^LT. 7^'-bXSJl<^'^'l'7>hC0|llliE^^ 

7 h 7- ^ 5 (DtuiaF^gpiSS^cJfr ^ 7 ^ -tr X 
SsRlCiS^LT. 7^'-t?XS3}<^7^7>hcD7FUX 20 

mmH 5] ^^^^-y l>7-^'i:^Dcf«#l5i:UTli 

[fijRsi 6] mi-^-^:^mmi^. 30 
mmmi 7] MtEaMsssga. 

[»5t<«18] ^gP:7^-y F7-i7i:n-;i;;l/:t.-y h7- 
Sr-^fflfSffiil^nyea-^ • i/XTAiTHfT^i 40 

Bltl^+f- 1^" X Wffi^Mf f X 7^ -y 7° ^ . 

nmcf&'^Lx. mm^-\^xmnt. M-9--ext*f 

■r ?. 7 ^ -fe Xlf f B i: ^JS^f 5 X r -y 7' , 
[0 0 0 1] 50 
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WM#^cmt^o -^^imm^ai. f^^^-h i P7 

FUXi:^"D-A;H P7FUXi:%*t)S{tltT. 
[0 0 0 2] 

mM(omu m^. mnmicnRLx^^^^y^-^- 

y h-eii;b— f^-f>^"7°a h3;l/i: LT I P( I ntern 
etProtocol) A'^ffiV^ P.flTI/^^o IlffiffiJl^nTV^S 
I P(il PvAXhK). mS7i,/^9ttLX3 2\£'yh 
A^?)%?.7FIxX (I P7FbX) A^fflV^?,nTV^5p 
'O^f-^-.-y ^a^I^cfcV^Ttt. SZtr-yh I P7F1x 
X^^^fi?c/9a5fet3.--^7{c|iJ yD-/<;;l/ 

1 P7FUX^}SfflL. I P7FUXtlSi::T. fi^cD 

CDlS^{iS->3itCl£*<t)^M-ti-Tt3t)> I P V 4(DlSP,n 

/c7FbX^H. ■r^ti^yp-^^;b7FbXOtt?f*^ 
rpgSi:^oTtTV^?.o cn*M*"r?.fci5t I ET F 
(Internet Engineering Task Force) T'ii, i^t&f^ I 
P7F^Xi:LT I P7Kl'Xf?Bg*3 2e-y hf)'^ 1 

2 se-y Flcffi'JMf^.ifL.t/^ I P V 6*fiit^LTV>§o 

L-A^L. I p V 6^©^^T^c^±B^l^^l^agb. EPSiJttwfe 

[0 0 0 3] m^(D I P V 4%fflt/^;5;A^"S7FbX2P^ 
^{£tfi.^Si:LT. 7^^'^-h7FUX^ffll^?)7? 
aA^'}i«$nTi.^i.o 7'^^'^-h7FU'Xtt^^aWN 
;l/7FUXi:a^0. -SOffl^F^Tlgffl$n?)7FU 

'^-h7Fux%^£LT. m^(oitmmcy'v-f-< 

-h7FUX^SiJ»5ST^c:i:A«T't5o C(D:/7-r'^ 

- h 7 F ux^ffli ^/ctf t (Dmmnmic ^ a 

*l|3l-r5gBi:LTN AT (Network Address Iran 

slator) 7b"'fe?)o 

[0 0 0 4] <^Jx.li\ 1 ocD^'n-/^;!/ 1 P7FUX^ 
I S P (Internet Service Provider) ;^)''?)fe?>l\ L 
ANrtgP^DHCP (Dynamic Host Configuration Pro 
tocol) ^-AlcJ^-DX-fy-^^-h I P7FbXT-W 
mt^Uiiti'^h^. dcDTai^liLANdocal Area Netw 
ork)F'3g|5*^e.WAN (Wide Area Network) ^/i^yh 
^Mtat^^.. S OHO;l'-^-r' I P'^'y^^Oy-X 
(src) 7 FU-X^S 0H0;l'-^O}§oya-/^;l/ 

tm^n^o m l iC^-v'-y^NATT^S^f^fflL/cS^ 

rt(D:/^^^-F7FUX©SJDaT?)nrcS*. TC 
P/I P (Transmission Control Protocol/Internet 
Protocol) 1 0 1 ~ 1 0 nj{)^J5>3. L 
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AN 1 2 0{C<};oTNAT 1 30fCg^M?n-5o NAT 

1 3 oa. -ry^-^-'y h i 4 otcgi^^n. 

0 1-1 OnCDI P7FUXfiNAT I SOtCtoTi^" 

[0 0 0 5] I PTKL^XOata^S 2ld'-y hcDrKb 
X^8 e-y h^*fiti:LT 1 0 jta-e«LTS!H-r^o 
NAT! 3 0!,mmi^^l 0 1~1 0 n;^)^5.©/^-^r7 h 

(DlSlCJcoTWI^nTLS^c ::OJ;3tNATTi± 

1 0(D7°7-Y'^-h7 KUXC^LT 1 0<?5^'D-/^;l/ 
7FbX^^^t55'yr§«!ia*UTV^-i>£DT\ ffi*W^7 

[0 0 0 6] ^"D-y^;H P7 FUX%^?)tc|f5|^-r§ 
fci6t 1 fitD^"D-/^;l/ 1 P 7 F UXiDg^-S T C P 

I P«**>^WANiW^-;r-y F^^iJftCjMfHttiSSi; 
Olc, SOHO;I/-^-es r c7FbXti!inxTy-X 
(s r c) d-°-FcD^B5tfTl\ W A NiJA->e)<ORt»<D 
^^^■y F^^cDs r c 4^- F%||T7°7f'-i;- F I P7 
FbXfC^j^f §ffi51^NAT. jI^Tk IPT7.;^?U-F 

[0 0 0 7] I PVXAU-F^ffll^/cJiifHv'X-riA^ 
fiJt^K 2 tC/T^-fo ia2tcfc%^T{i. -Yy^-^-'y F 2 0 
1 iJ{c^''n-/Vl/7 FPX*< 1 •o^t). m^l£±mf>^(0 

F7 FUXOfJD 5.n/cii^*T-S?)T c 
P/I PgliS*A\ UDP (User Datagram Protoco 

1) r-mm^nri^^^yii- hm^ic^-^xmm^mr'& 

^t^: TC P-^UDPcDd^-F#^*|iJffl-rSi:i:{C 

7 FUX^fiJfflLTjifl^^ff-r^Sfiici: L/c€.«Tfe 

-So 

[0 0 0 8] \ ?-?7stiV-Y\^^^. ^^(DW^ti^ib 

CKDT^ffiT-aaSJtC L A N{|iJcOS*7b>P.W A Nffjj 
(DS^'N-t -y -> 3 >*!ge.^l/>i:^ WA NiJ*^e> LAN 

A N»>^«?7]{c L A umi^nLXT-^mimvioii 
mi. ^a«^*nTi>*i><, -^^izx^^fni, lanhij 

?> W A N iJ'x if CD J; 9 ^Sr-y-- \^7.tf^^^X'^^ 
V^T£Dlf|g^Sffi-r^?©A^"4<.\ 7/::::.VX (A n o 
nymous) F T P-9-->'^^H* L A N[^tcil-6±tf 

t/\ f/c. WANiJA->?>7^-b7,^ff^9^^'l'7y F 
[0 00 9] 
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^^;l/7FUXTgii?nTt/^?>WA NiW^P., r^'T'^ 

- F 7 F uxwiiTcoaii-y-- E'x^?ijfflRitBc-r §a 

[0 0 10] 

gp:7-'y F7-^i:n-^;l/^-.'y F7-^i:®cf3|8#gi: 
10 LTHSg-r^afl^ilSBT-feD^ tiitan-;fj;l/^-y F 

^lXt#L, ^^§13^--;; F7-^'*^P.cOtiJiErtg«*^C)i^■r 
?,7^'•bXS*^^:fSSLT, m&-^7.m%>L. 

- e X tc i-f -r § 7 -b x'lt $g ,5: :&ii^N-r § Mfi^^ff r 

[0 0 1 1] $?>tc. *fi0^<?Dafs«ssto-iigfii 
^t^c*5^/^T. H^)l5^-Hx^C)r^•r57^■bx1f$g^i. kj 

? n - F # ^ 5t js b T ^ s ^ n 'tf IS T 

20 SrtgP3K-F#€taai5:?)ffl{C^S$nfc^^g|34-° 

- F S^Tfe 5 il i: ® i: t 

[0 0 12] 2 6 ft. ^%^<mKmmmwi<D~%mm 

mt^\^X. m^mmm^m.. m,iSn-;!7;l'^'y f 

rc«*«a7^-^'lcS-:3t^T. ^1.gP^^<y F7-^{Ci--tL 
Tjf^-r 5 -9-- e Xlf « 1 7 -b Xlf ^gcDHSr^HfTf 

30 [0 0 1 3] *fi0^cDa{iWSfi'D-^m^ 

^ L ^-r 7 > F e. cDHuief*9SI5«*tc>ht-r S 7 -t: 

xSsRtcjS^LT, tutErt«*coSiW-ex(D§^ 

T. ^rtg|5>-K-FS^i:(ia*§flitc^^^nfc»1? 

-FS^%tijfa^^Y7>Flciifii-r?.i:tfelc. SffE 
^7 ^ ^ 7 > h CD 4^ - F § ffl t. ^ ;t 7 ^' -b X S 
jRtcjSCT, ^^g|3d^-F#^*^?>rtg|3;K-F#^'\cD^ 

40 [0 0 14] *f§ai!cDaff4i«gg(D-||fifi® 

a. ^ffaiggcD^i^a-/^;!/! P7KbX. b. Bijl2l^ 

»5l^cD^fil±^t-H~X(D§^^cWfSbT|gWtC^S^n 

/-crtgP4-°- FS^icmtr. FS^t lis 

tDfi^tcgSiE^nf-cT'^'l'^-F I P7FUX. d. inj 

?nrcrtgp.-K-FS^. i:^?tJSf^ltfc^--y F7-^7 
HUX^^x-^;l/^Wb, BufSfflffl4i«g«{i, H«ie 
50 -y F 7- ^ 7 F UX^^x-7';HcS^t^T. ^gP^^ 



(5) 



[0 0 1 5] ^P-fC. *^H^<DaM(tJffiSS<7D-^li« 

^-b7.S5l<^'7-r7>b<7)l!fI**tTL. ^liEfi)c3i** 

ffi:LT. mBV--^7.mmt. ^+(-- extent 5 7 

[0 0 16] t^K. :^nm(omm'pmmm(o-mmm 

?)«MiartgPi^*ti:?-f-r§7^-trXS5t<lcJS^LT. 7 
^'■bXSi)<^'7-r7> h©7 Kl/X:&tSStfc7ri'7 

•i';j--;l/^^i^LT. 7 7'f7'^*->'VlcS-:3< 7^-tr 

[0 0 17] *peBj^(Dig2(Dijffifi. nsB^-v 

i:, exic^tfr^7^-t:7.filffii:^fii^N-r§Xr 

[0 0 1 8] *f|B^cDafi4'»^?io-^ffiil 
i|i(ct5i-'T, ttjie+>--ifXt<:WT'57i7-tX'lffgti^ M 

^nfcrttp^i^- hS^tcmbTias$nfc«$s-efe 3o 

[0 0 19] *fSB^COjimtt3«l7^?i«-^i6S«l 

- ^ ICW LT^S-r 5-9--eXltlgil 7 ^-t Xlf ^<DS 

»T^^ff-r?.iii:*1ft![i;t^. 40 
[0 0 2 0] -^^K. *fgB^<Dilte«73?S«-ftSfi.#. 

7- ^ L/C ^ ^-f 7 > h p> 'OHijfSrt pI24S*tcW-r 

^^(D^nMM^^nt ^ct ^'^m. tt^o 50 
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[00 2 1] ^eic. ^^m(Dmm^my;m(o-'Mmm 

lO^"p-/^;H P7FUX. b. SulBl*!gR4S*f:>Mft 
ex©^^ (C^^fS L TH^(C^5E$ tlfc 1*10134^- h 

-^ntz^^^^-hm^. c. tfifartgRiS*of@^icias 

?n/c:/7-l''^- h I P7HPX. d. (ulBl^gPiS*© 

-hS^, t^M!Zsit'<frc^--y h7-^7KL-X^^r 
-7';H<:*-^v^T. ^i-gp^t^-y h7-^^/rLfcrtg|5a* 

'\<D7^'-bXS*4'lC^tn?)fti«gB<7)^D-/Vl/ I 

P7FbXi:^^gl5>t°-FS^A^P.. 7°^'('^-MP7 

[0 0 2 2] :^m^(nmm^my5m(r)~nmm 

7 - ^ £DmilBF*3g|5a*tc5^ t § 7 -tr XSSlcjSS 
LT. 7^-trXS5t<^''7-Y7>FcDl!liiE;&^fTb. ISiiE 
fiScil^^ff^ibT. mifa^-e-X'tflgi:. ^■9--!d'X{c 

«f § 7 ^ xif fB^g/T^•r ^ mm^mit ^ctm 
[0 0 2 3] ^ibiCs :^nm<Dmis^myj'A(D-''Mmm 

U-'^i)'^o:> ijijHBrt }5l5^ffii*l<:?^ -r ?> 7 -t X!^i*lcjSiS 
LT. 7^^-bXg*^'7i'7yF<D7HPX^^^bfc 

7r'f77t-;l/^MI6LT. 7 7-l'77*-7l/lcS^ 

[0 0 2 4] *^B^<05g3<DilJffi«. 

[0 0 2 5] *f|B^CDa{iS*glO-*ffill 

^t33i,^T. B5fa+>--trxifsa. -9— ifxusux-^ 

[0 0 2 6] $P.IC, *«Hj!(Diim«*gB©-^fif6^ 

[0 0 2 7] ^?)IC. *%HI(Dl|4(0ffllJffiti. ^gp^--y 

■ >/X7^i.±-e'^tT-y:Li653yt!a-^ • ^ 

p^^7A^fMffit5i7°a ^"7A3atii«f*f'fe^T. miia 
• yp^'^Aa^ imiffiP-A;l/^^>y ^7- 
^^cg^^nfcrtgp«*^D^f{^±pIt6*^t-ex1f^^m 

*tcwr57^-txs*tcissLT> Huia+^-exit$ii 
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[0 0 2 8] rjiio. *fiHJ§£Dl|4<:0fIlMtCf^§yPi'"'7 

[0 0 2 9] ;:coj;9'5:7°D^7Afett5«l*a> 

-/u-r^c: tfcj;oT, pyea-? • >'XTA±T'{i 
MWfffflAW^n, *fiH^cDfifi<Diyffii:iBi«<o{tffl 

[0 0 3 0] *:^0flcD$5.li:fti3£DiW. !|#IS-^fiJ^«> 
mat- §*l8B^O^MiJ«^-r 0ffili:»':3< J: t)^ 

[0 0 3 1] 

i,>'XrA««s^f3iB;3-r§Bi^^-ro lasa, wan 

LTO'i' y^-^ -y h i: L A NSJtT©0>JA{f S 

OHO (Small Office/Home Office) t.^. liff^iilS 
STSS^^-y l-7-^'g^1llg§tbT<D;l/-^ (SOH 

-Jt^ >y b fC I PSM^nfc SOH 0^^<Dfi»J-C$i ?.„ ^ 

[0 0 3 2] mz\Z^<t k^hJ^. B$ 

0, 3 2 0*^^^ 1 ^Sg^nTI.^?.o ^-©5 OHO;l/ 
— S P (Internet Service Provider) ^ifA^?> 
^'•n-/^;!/! PTKlxX (IPv4) 5:10. tL<« 

pis* (PC, t/w;i/is*^^') ^sa-r^o 

03ffi. A^^^^DS0H0;^-^3 1 Ot. I P« 

*i , 3 1 1 i: I PS* 2, 3 1 zio'^^m-sn. 

^cDS0H07P-^{C I PiSSi:LTHTTP-»^--A3 
2K FTP^t-/U2 2. RTSP+J--'''?3 2 3*^S 

[0 0 3 3] H3<Df^jT«. A^/u^©S OHO;l/-^ 
3 1 OlCfi^^'P-z^^H P7KUX [4 3. 11. X 

X. XX] *^s^*n. B^^^(DsoHo;^-^'3 2 

OlC{i^*a-/VH PTHl^X [4 3. 10. XX. X 50 
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X] )5)^S^?nTl^5o CCT\ SOHO;l/-^{i. 7 

5DHCP (Dynamic Host Configuration Protocol) 
^t-^ ^©^t^ H^'r'>€ii:IP7FL^Xt (D^jSM 
tti!ia^ll^Tt"?>DN S (Domain NameSystem) -i^-— 
fcbTtD«ltl*«!f-r§o ^S0H0;l/-^3 1 0, 3 

2 OfDgllTO I PS*t±> S0H0;l/-^ltJ;D|iJ"9 
STP>n5I P7KlxXtJ;oT;l/-^-. -O:?-* 

[003 4] SOHO;l/-^f 3 1 0. 3 20^, IP® 

p^mmci(D-fy^^-h I P7FbX^SaTcD§ 
a* 311, 312, 321, 322, 323 Icfj jg 

't(D^m^&mt^o ^S0H0;b-^SaTOI 
Pffl*T'(i. F T P (File Transfer Protocol). HTT 

P (Hyper Text Transfer Protocol) , RT S P (Real- 
time Streaming ?Toloco\)rj:E(D-^-\£X^miM^^ 

[0 0 3 5] msCif^ijTii:. A ^^^^D S 0 H 0;1/-^ 

3 1 Oli;. miTOI PiS*tcy^l'^-b I P7F^ 
XtLT. IPS5S1, 3inc[l 9 2. 1 6 8. 

0. 2] . I P4!JI5R2, 3 1 2lC [1 9 2. 1 6 8. 
0. 3] ^fSgZL. B^A.sSo:)SOHO;l/-^3 2 0 

l^SP.TOI PiiiiSlcy^-l'^-h I P7¥U7.tL 
X. HTT P^f— /^3 2UC [192. 168. 0. 

2 ] . FTP -9"-/^ 3 ZZlC [192. 168. 0. 
3] . R T S P^t-/^3 23tc[192. 168. 0. 
4] ^^^LTl^^o 

[0 0 3 6] [2. ■^-^^T.wm] ^mmmisfpmm 

gt-fe^T^'y F7-^Sir1i§§i:bTO0 3©^ifi)ctt5 
tt^S S 0H0;l/-^ 3 1 0, 3 2 Oa. §S 0H0;l/- 
^ffSTOI PS*3 1 1. 3 1 2. 3 2 1, 3 2 2, 

3 2 3 £D s 0 uoii-^mmmic. ^(D'^^xm^m^. 

BlHg'S:-9--ti7.^ S 0H0;U-^±«D+J--eX7^'-feX 
mm X hSax-^> (t^T. ^BSLT S a L d (Se 

rvice Access Device List Demon) tH^) 

[0 0 3 7] *fgHj^cDaitfl3il^BT-fe^?^-y h7-^ 
Sig^^gg (ex. y-h"^7xl'^H) tc^S^ 

n?)SALda. S 0H0^^tC*5l/^T^ I PS^Ojf 

[0 0 3 8] -7?. S A L dC3^^T-r§^->y F7-^S 
(S ALd^'^-r7>'h> B&LTSALdcfcif.^;) 
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S A L d «^ I P4S*±0-9--lf 7.^Mr-t:^ 
(SALdc) *^P>-9--e'XSil^-yt->>' (REG I 

STER) ^Sf.yh'y-^mm. ptQ^nm 

MSABf lcSlt3J-5o S A L d l,m3WmT<Dt^riD 
SALdc 1J^^<D^-\!:7.^B:^ >yb->^ (REGIS 

TER) ^stjBxt). ^n^mMmicmmmc^mt 

So 

[0 0 3 9] SOHO^iK<DLANffliJcO'/7'r'^-M 

ICI^ I P«g§ («?IJx«' 1 3 9 4. US B ^HcD?4gr- 

[0 0 4 0] BI4 0v-X-rAti. 'l'>:5'-:7-.-y hK^--y 
h7-^}gi|^«lt§i:LT«DSOHO;U-^4 0 1 
^n. ^OTffilC I PiSg*^LT<DPC 1 . 4 0 2, r 
yU-y-i/H^y-h'^x'l'litg^JtOPC 2, 4 03 
!b"!e^^n. PC 2, 4 0 3cDTf4t^in P4ii^*i:L 20 

1 3 9 4/^XtC}gM^n/cA;?<^ 4 0 4, X'y^4 
0 5. ^etUSBj$i^il5}g4 0 6*^g«g*nfcfllfiKT' 

[0 0 4 1 ] IM Pmmmr^^-^i^ii. i p4S*o 
P C 2 , 4 0 3 <DT<D|igBOili§(0-9--e7,Tfe 0 . m 

^«" 1 3 9 4(DDV;^^^^HcDB*fi-9--tfX. r'V^ 

CDS OHO;l/-^? 4 0 Hi, I Piffi*> Pffl*<OS 

30 

[0 0 4 2] 0 5t<:iO(DI PiS*±t<:?IIS(©^t-ex 

(i. 0 3^c^3^^?.A^A.^cDi/Xri;.^ifi!t%^LT^/^ 
So I P** 1 . 3 1 1 f li F T P (File Transfer Pro 
tocol). HTTP (Hyper Text Transfer Protocol) . 

a* 2, 3 12Ti±HTTP. RT S PCReal-time Str 
earning Protocol)«-<t-ki"XA^~eilcSnTV>S i: tSo 

[0 0 4 3] I ?mm 1 . 3 1 Hi. •if-ifxe^x- 

(s A L d c) ia|)]ff3CD+^— ti~x 40 

(rr/u^-v'a^) ttfSWftT. <+^-^fx«. 

rtgp>1^-hS^>i:Lr. {<FTP, 20>. <HT 

TP. 8 0>. <34g-tt-ex. 6 0 0 1 >%'#Tfc 
13. f/i. I Pa*2, 3 1 2-ea {<HTTP. 80 
>. <RTSP. 5 5 4 >} ^KtlLTI/^So S-I Pffi 

un?.ojgi)-9--ex (7^U'>--i/3» tff^s 

^^n^^n. ^^•yb7-^'gfeM (SOIIO;!/-^') 
(DSALdlC REGISTER (MB) tSo 
[0 0 4 4] IPa*l. 3 1 1 •9■-^fX^^x- 
^> (S ALd c 1) A^P)S0H0;l/-^f3 1 OJCjMfe 50 
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^nsegJ^>ytr-i? (REGISTER) fl«J^H6tt 

o 

[0 0 4 5] B16lC/^-rj;^tc, S 

wm^. tt--ifx:S. +>--ifx)stt. rtgP4?-h 

S^lcJ;-^T«l?ic^n?.o -f7-(-<-Y I P7KUX 
a. S OHO;l/-^ 3 1 Ot j;oT<^4^nfcI P7 F 
l^XT'feSo iffi*^t±. S0H0;l/-^3 1 OSSTO 

^t^^^mmt^Mm^-^-^'o . a^sttt*. pc (Pe 

rsonal Computer) r^}i<Dm^(DWhW^<to -iy^- 

immm&^si^ i P7Kuxoisstj;i9jifflnTtii&« 

tgOflffl^^-Tx-^-r-feSo ■9--H~X^,[i. I PS* 

Tl^^So E6(Dfl»mi. I P«* 1 , 3 1 His ftp 

(File Transfer Protocol). HTTP (Hyper Text Tra 
nsfer Protocol) . ^OftecOffig-t-ex%liffil5jHg* 
PCT'feSo •9--exStttt. FTP, HTTP, ffii 

•tt-li'X<D^-lfXOSI1i^^LTl^So f^g|3^1^-F# 

^a. §+i--ex%iigijt-5fci6o»^i:LT. 

extcWbT^^^tlfcS^T'feSo 
[0 0 4 6] ^--y h7-^glrM (e X. y 

[0 0 4 7] [3. ■9--ld"X«H»T] b7-^SI^ 
mm (e X. y-h7xi') (DS A L dti. B 

ar I p^m<D^s A L d c iioHT'. 

xtDMffi^j^^^ffi^. I ps*(DMft-9— exort^^ 

MfrtSo #^-y h7-^giE«tl (ex. y- 
h^x-r) (DS ALdttSSTI Pii^*cDS ALd ciZ 

WLT. war I p«*<DwaT-^t^®j^^^©^t- 

eX7b^*?i)[cfijmBrtlT-feSft^<Df-x >y ^'^^^W. p 
;iti'3 0#¥ffiTlf'S:^<, 

[0 0 4 8] F7-^g^^iS^ (e X. ^ 

-h-^x-r) ©SAL da. wiiTi PS*o-9--t'x 
7 -t xiigg u X F exrtg^^-r ^ 

>y-tr-i/* (KEEP ALIVE) *jMflL. WaT I 

PSJ^fDS ALd c(ip<-y-tr-i>' (KEEP ALIV 
E) ^SfflL. ^CD-it-e-XA^iffl3SiJT-3f«BltgTSn 

A c K^&jiTo s A L d i,m&m^-ec(OA C K^ 

^oT. §«Tt^i/^«^«^-«0rt^*-9--ex7^-b 

xmm7.hi]^^nmt^o ffc sALdc«iP4s 
5RT-iifctcSBi!]$nfc-*t-ex%gifiL. s a l d t r 

E G 1 S T E R y\l-iy^miW,t^o 

[0 0 4 9] [4. NAT^CD-9--l£XV'ye>y] ^ 
'yhU-mUmm (ex. y-h7x-l') « 

S A L d iigiIT<D 1 P4S*aDffi{ftnIt^^^S-9--trX 

rt^^wA NiicD^'7'r7y h icjf ^■r§fc&o+J--e 

XV-ylfyy^ff^o LANiJO^I PS*{±. 
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T. L AN|*!Og|5^I PS*TSffi-r§+»--e'X;&WA 
[0 0 5 0] WANfiJi'7-i'7^^h«a ANrtOSI^I 

p4S*oii^-y--ii~x^»]D, ■^-^T.^mns^^n. 

;H PTFUXA^B, >(^jS-r§ I Pffl*©7°^^^-h 10 

6<Daai;^-ytr-s;'(0flajT'^LfcJ;^tC. FTP. HT 

-C\ I P7FUX;-£tt-e(i^<, a-+>--t:~X©4^-h# 

[GO 5 1] h7-^}$ltilt§ (e X. y 
-h^i-T) <;3S ALdT:i±ffaTI PS^Oliffi^-l. 
•9— ex t JtCSf § W A N iJ icM-tt ^^gP>t°- h 
L. S0H0;l/-^<7)^"D-/';;H P7KUX, ^gpt" 
-b?STlCgiML/cAy-y hcD I P ^'y ^"C0^5fe7 F U 20 
X/jK— F#-^ (destination addre 
s s/po r t) Pi&M(0-/^^-^-h I P7 

FUX. -9— ex«rt0W-F#^!-lcWtg5x5tli, N 
AT (Network Address Translator)lC,g^-r-So NAT 

[0 0 5 2] H 7 CQf^iJfi. ll5cr)^>XTAlCfcnt§ S 0 

H0;i/-^3 1 oicKS^n?>^itf— 7;K^)f?J-efe 

-So miiCT^tJi^oiC. NAT^j^T-:7Vl'tca, 
Htf?iS5fe I P 7 K UX. ^^HfflS5fe3j<- ^^^?iB 
^IP7Fl-X. ^mfS^^>i^-FS^*«?n?.o 30 
[0 0 5 3] P7FUX{i. :t^7F7-^ 

(SOHO;l/-^) 3 10*MP4ig*l, 3 1 

^-h I P7FUX-efe'?^ Sfc, ^jtftt°-FS^ 
ii, §1 Pi^*0^«+)— lfXtcm{^ltSnfcF«9g|3.f. 

>yfe-v-~lcS-3X UX F;5^5.3J?#t?t5o 
[0 0 5 4] ^«Hu5a^I P7FUX:i. SOHO;l/- 
^?3 1 0<D^V-/VV\ P7KPXT'*;5„ ^^Hff^5fe 

SOHO;b-3^3 1 0(DWai PS*"^ 40 
}i«-r ^ it- ti" X«tc s O H 0 ^ A^m^f ngP4^ 

[0 0 5 5] ^^'V F7-^5SI^<il§i:LTtDSOHO;b 

[0 0 5 6] msf^Wii. lascDv'XrAtcfcnt?) S 0 
H0;l/-^f3 1 otc^^?n§«*war-^«i?ij-c-fe 

T'^^'^-F I P7F'^X, 4ig*Ji1i. -9— e 50 
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X^, ^-exBtt, 5^gPd<-F#^. f^g|?#-FS^ 

i^xmmLTz^'sm i psffi*A^e>©s®^-y-fe-v^tc» 

coo 5 7] ^/^-r-^-F I P7FbX(i. SOHO;l/ 

-^3 1 OtCioTf^-^^nfc I P7FbXT-fe§o ffi 

*^i±. soHo;i/-:?3 1 owaTcD^iS*^iSSiJ-r 

■S^S'J^T'S'?. iS^Sttti. PC (Personal Compute 

r) rji^nm^mm^i^^sto ^-id'x^ti. i pa* 
^i:^J^.^T^itt•r?>^-ex (.y^v^-i^ay) 

Tl^So -9--ld'X«'l4li. FTP. HTTP, ag+J"- 

a, WAN{IiJ^7^-<7>FlCjl^X;l/fc46tC, SOHO 
;l/-^l:'i*i6fc-9--t:'X^ligiJ-r?>S^'r-fe?.o 

^■9-- e X It L T iS£ $ n ^cS^ -c 5 o 

[0 0 5 8] ilWjJll-eti. IPSJlSl. 3 11CDFT 
P. HTTP. ag-9--exicWtT. nHI5^-F7F 

PXA^-?-n-?-"n8 0 0 0. hook 8 0 0 2A'!fJi3^ 
TP)nTfcD> IWlltlC I Pffl5l52, 312COHTTP, 
R T S P tc?^ LTs F 7 F bXA':-?-n^~tX 8 0 

0 3. 800 4m\K)^X<bnXl^?>o c<D^mcM*) 

S A L d;6MII*l<:fS^Tt?.to3i:L. It-ex^^l^T 

5c $fc. +)--extcJ;oTti ({?iJAti;;<-yt-v'X^' 
n- FF^lC-9--excDg{«>1^- FS^'S;i:"ili6iAtJR T 
SP-^FTP^H') , 9mt^^<Dt^^9cX&^^^U^- 
h^m^LXR E G 1 S T E Rt^^tt'^X^^o 

N ATgillSuCD4^-FS^A^'JM£T^. »tfric 
RTSP^H©;^-^ -b- v^'-^-f a- F t -ffDJiS L/c /^^ 

- FS^^afeiityi: i:A^tH*§o 

[0 0 5 9] [5. -9— eX7^'-bX^I§UXF] ^-7 
F 7-^jgM*S§5i: LX(D SOU 0;U-^© S A L d « 

^^7>F3!3^P.^cDSOHO;l/-^oWai Pffl^tW 

■r§^-ii~xs5f<*^$.ofcti^. K9{cs^-rd;a^+t- 

ex7i'tXlSt§UXF%iM-ro 
[0 0 6 0] Hgtc^-ri^tc. -9— ex7^'-bxs^ 

UXFtii. F7-^}g^jitltLTcDS0H0;l' 
-^0§a-r?.I Pia*1tlSi:LT. iS*Jl 

tt. •9--ex«. -^--existtA^^snSo 

[0 0 6 1 ] ■9--ex7^-trX<i§IUXFica. ±3i(7) 

©Ktt. ^t-ex^. ^co-9--eX(DS14^ifcD?iiy*'! 
lt$n5o WANffliJtci^Sa— ifti:'(DJ;e)&^>-y F7 

- liSs A^l'f fi b . ^ (D ± T i:' O J; 9 9-- X 
Ut/^§/i^^ae.t46§fci6Tfe?>o S/c. -9— li'X7^ 
•tXil^UXFft^Btli:, NATli:J;;57KbX^^{i 
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[0 0 6 3] ^Jrfc. ^-ex7^-bXmUXH±, W 

X 7 -b x«t§ X h LTii7i>-r tLx^ 

[0 0 6 4] [6. SALcKDM *-vh7-^SIt 
1i3S(cx. /b-^, y-b<^x^) <DSALd<D^tT 

iCjStf^n^S ALd^^>hW# (S 1 0 1) 

i/'Tb^SSA^SA^^Itll (S 1 0 2) U S 

iSp('y-fe-v>Hc«1-5»f-h^taS (S I 0 3) _ 
NAT^j^r->'';U^^S-r^o iltKi, 0 7(07- 

[0 0 6 5] NAT^J^r-:/;i'©ia£*^^iA-r?>i:^ 2 
git^ra^n^ i pisstcj^fi (s i o 5) u ssi 

a^F^§& (S 1 0 6) U ffl*«ar-^ (0 8» 

^ii^c (s 1 0 7) ■r?>o NhT^m7—r)i<D§Lmc 
mLtzt^^ii.. mm^mmL cs 1 o s) . 7p 

[0 0 6 6] Xr-y^S 1 0 zicfcv^T. ir^I^-ii'x 

mmmxrjih^tn-^Lrcm^ii. -9— ifxa^i p^s 
7K^cw■r^■9--ex<Djiti^nIg(op^v^•a•^^-^^:^: br^tr 

[KEEP AL I VE] [AC 
K] cDSffTfe?.*^^¥iJ^ (S 1 0 9) t^o I PiS* 
ti -9— e'XSm§©m«i:L'T^-l:?Xffi«WI 
-ei5^^{iACK^ait|-r?.o ^-y h7-^SM^ii§ 
cDSALdii, I PiS*A^?'ACKS{8%tfcti^ti> 

^^ii4^_trxi^)!^-r-§iAc K-efe§A^S*'^i^E (s 1 

10) L. e XT'* ^i^'V-cDU-b 

-yh (s 1 1 1) ^ff^d^^o ?i»Ht-e:xicw-r?)AC 

KT-^j:^^^^«> Myj] (S 1 1 2) i:LTSOo 
[0 0 6 7] XT-y:/S 1 0 9tCfe'V^T> [KEEP 

ALIVE] izm^m^ [ACK] co^#-e^i/^i;« 
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m-^n^t. ^^-^—f^yvxh^ii^^ij'ff^iM (s 

1 1 3) ^n, ^^-r-7-^'^>^T•fe?.ii'n^i^ 01 1 
o^^-y'-Saii (s 1 1 4) ^Wff^^T-^o 

[0 0 6 8] El 1 1 cD^-rv— T'^ybSaSlC'OV^Tii 
Bfl-rSo ^'-I'V-Tb'iOTfe^Tb^SA^A^WS (S2 0 

2) sn. oTfe?.ti^ti. as I pis*tcwi-?.^t- 

eX£DSiRBlS®Pf9''^at>-tii:bT*t7^n% [KEE 
P AL I VE] P!ffi*lCjil« (S 2 0 3) ■r?.o 
i^ic. ^^v-A^^46Si6fcI PiS*:6^P>®ACKjJ;S^ 

ttiiBtr^^s^fc^^SA^^w^ (s 2 0 4) e^fc 

ii^iai. ^oyb7-^jt^«tl (ex. 

h>?i-r) (Ds A L dcDwaf ?.s*§aT-^ (0 8 

#H,i) A^^. SgHt-li~X^f^'iJ^ (S 2 0 5) L. 
-^-^-m (S 2 0 6) ■r?>o HI iT'tD^^V 

w-^>'btt^ P4ig*ic^-r^^-'^'^'0*it^^ 

§(DPp^V^^t^^i:i: LT^ff^n?. [KEEP A L I V 

E] mim^xumt^nmm'o^h^^^yyxh^o 

[0 0 6 9] [7 . a— tfM S A L d a. h7 

~^^Wm (ex. SOHOyb-^') 
hi:LT0:)7x;l//7>iK-h (We 1 1 Known 
Port) icTCP/UDPn^^h-rsr-^y-efe 

So ee^r^ soiio;b-^«7Fbx (^a-zvn 

A N iJOV^A^^j: SMM^ t o fca-HfTi^ F, 7 -bXT' 
tTL$-9„ LA^L. @9ffll>-CiJiB^bfc+f-li'X7^ 

^Xliig'J XhlcMLTt*. S0H0«ttrtOf@Atb 

) [0 0 7 0] tj£oT, *i/XTAlCfcV^Tlis WANil 
>/7^7>hA^P.^--y b7-^SS^1St§ (e X. SOH 
O )\,-^) (D S A L d ic«-r 5 7 ^-bxaf IcEiiE^^h 
■rSo *f*Wl-«. HTTPd (HTTPT-t» * 

L.SAL d 7^-bX^li: C G I (Common Gateway ^nt 
erface) ^ E^m HTTPd ^t-/^Am?.iiE%fT9 
•rV U^' FUttTtC7^-bX-r?)J;9lc1if!SttSo il© 

,^^ry-YKx'ii\.\ m^^nrc3.-^\znLX(D^. 

0 -9— ex7^-trX«gl'JXh%itiii-rs«B)ti:t-So 
[0 0 7 1] t;^oT. n-^f'ISliE^t-T^o:t--y b7-^ 

amicjgit-r § fci6 ic a . s 0 H 0 ^ r^m ^ 
^'mm^'Z-Mtt^o ^c*5. 7U-i&7^-bx*i^^-r 

[0 0 7 2] [8. -tt-ti'XtDiifR. 77-^77 1->^ 
WANiUci>5S«iE^nfc:i— HTTP 

50 ifX7i'-bX)ll§UXh (gl9#P,aj ^ffifltSiii;*^ 
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t^^tff^T^^o S A L d*^a— 9"cDm^Lfc-9--e 
ffl^ (s r c) I (*5j;t/3MfS7C (s r c) 

jk-hs^) ^-^yhu-mmm^ (ex. 

(ngi3^i^-hs^) (om^-^^-^x. ^(omimc^bx lo 
o/i'-tx^ifoj-rso m^ii. wANijtct/^si'^'i' 

7>h (I PTKl/X*^43.10.133.89) 9 IC^-f-y- 

■tt--trx%)iJRL/ii:-r-5i:, 01 2lC^-ri;^=2:7 7 
-{7'^t-)l^<Dm^f3'^^mtf3:^o 4 3. 11. 

1 3 5. 8 7{iS0H0;l/-^<D^D-M;H PTKb 
XiitSc 

[0 0 7 3] 01 ZOTr-TT-^^-Mi. JM^Ttl P 

7KL/X*^ [43.10.133.89] Oa-lflc^r^ LT^-l-gPt"- 
hS^8 0 0 0O-9--li"X. f^ti*.. 08tC^-rSffl 20 
■r-^7b^c.il^?n§<t3tc. I P^S*1^0FTP+)■- 
^f X*,ff nj-r -5 7 r 'T r 'i' t -;l/T'fe So 
[0 0 7 4] %rj:^lC7 7'<7y:^-^l(Dm'jiLI,i. WA 

NiW^P. L A NiJ'N^jlfSti. mit Lxvmci^.±L 
T*5<o CtiKX^. ISIiE^tifca— »f<DSS?Lfc-9— 

IfXtcJtLT. ^tDa— 9'-£DM-ri.4S* (if^lcJ;oT 
» *^P.cD7^-bXL7!)^f^nJt*l^ci;lc^ 

[0 0 7 5] i:tDj;^tC. ^^iH^Oi/XxATtiWAN 30 
iJ t V ^ § IM $ n a — tf W - tf X Wi? L fc Bt ;S 

T. SKLfca— if'coa*! PTFUX. SOHO;P- 
^cD^'D-/^;H P7FUX, +l--bi"X^©51.g|3>-l^-h 

m^(Dm^mMLX7 ^"tx^vf^t^mmthfco u 

[0 0 7 6] [9. WANila— lf*^P>CDSOHO«ii 

rt+f- lfX--s£D7^-tX] ^-'y h7-^glK<it5 (e 40 
X. y-h-^^x-T) cDSALdfi. ■tf-ld'X7 

^ -tr x«iti u X h fca-iJ < w A N fij •^-r 7 y h & 

(D. S«-9--extDm^Stj-T. 7 7-r77*-;b^ 

http://4 3. 11. 135. 87:8000 
J&ifcOURL-e. ^cD}^SLfc^t-k"XtC7*'-trXnIt^ 
iC^So ±iaU R LCD [4 3. 1 1. 1 3 5. 8 7] 
a, S0H0;l'-^'O^^P-/VH P7FUXT'£D, 

[8 0 0 0] ■9--exicm-r?.Wi^-FS^T so 
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©■So 

[0 0 7 7] SOHO;l/-^«, ±faUR L%tfiaio:)N 
ATS^x-7;L' (H7) tcS-r^'i-^T, ■9--id'XWft 
fS I PS*cD7°7^'^-F7FUXi:. rtgP^f^-FS 

[0 0 7 8] [10. -b-y>'3 yOPffl^] WANiJ^7 
'^7yvm-yhy~i'mmm^ (ex. y- 
h^x^) CDS ALdA^6i(Af.n/£URL:&if*<gl 
LT. S0H0S«rt-9--tfXi:-fe>y>'3y^B|jib. 

[0 0 7 9] lai 3t. ^^-y h7-^^M*lt§ (ex. 

^'-h^x^) cos A L dtCiSL ANflJjcOrt 

gi^a^cD+f-exagjaa, wa N«**^5>(D7^'-tr 
[0 0 8 0] mi 3<D±m (a) ^yh^-^mm 

(ex. y^-F-^x^) CDS ALdcDSa 

I p«*<D-9— trxsgjuta-efeSo 

[008 1] S-r. mmWSti^ I PSS^cd S a L d c *^ 

e^..y h7-^^^1if§ (ex. V-h^x 
-Y) OS a L dt32^ft5n§SiS^'y-b-i>"a. il6tc 
^fji'^-efe?.. S A L d ti, SfS;>< 'y-b-i/lca-:)'!/^ 
T. efflx-^ (08) *^^U NATSft|-r-7;l' 
(0 7) ;&4^L. «fe55"577{-,v-fe-i>~^I PffiJ^CDS 
A L d c lCjM{S-ri)o "tomis ex©® 
il«M*KEEP ALIVEcDjMfi. I PiSS*!b^P.cD 
A C KSfgtci; fpggllb. A C KA'i^&A^o/ctf^tcti. 

gax-^A>e.aii+»--krx*fjiti-§o ipa*cDs 

A L d c {±. ■9--exlimBl§cDt^te1«aji: LT-9— e 
X}iffinIT'fe5«^tC(D?f A C K^S A L d icWbTtH 

[0 0 8 2] gll 3CD (b) ii. WANtlJ^^-l'7>F 

*^e)CDiJ--if X • y ^xx Fici^-rsj&s^^bTv-' 

WANiJ^'^i'7>Fti. :?-'y F7-^Si!«^ 
(ex. y-F'i'x-l') ti^tT^f-lfX7^ 

■tx«^uxF (09) (omm^^m^t. sma 

a. g^^^-l'7y htWLTa-Hj"! D, /^X7-F 
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